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📝 STUDENT WORKSHEET
Name: __________________________
Class: __________________________
Date: ___________________________

🎯 Part I — Core Concepts Fill-In
Fill in the blank with the correct term.
1. The ____________ Model defines which security responsibilities belong to the cloud provider and which belong to the customer.
2. A ____________ acts as a security enforcement point between users and cloud applications.
3. A ____________ combines networking and security functions into one cloud-delivered service.
4. A ____________ is a virtualized computing environment that runs on a hypervisor.
5. ____________ Trust means no device or user is trusted by default.

🧠 Part II — Key Vocabulary Matching
Match each term to the correct definition.
	Term
	Letter

	1. IaaS
	____

	2. PaaS
	____

	3. SaaS
	____

	4. Hypervisor
	____

	5. CASB
	____

	6. SASE
	____

	7. VM Escape
	____

	8. Container
	____

	9. Zero Trust
	____

	10. Multi-Tenancy
	____


Definitions:
A. A virtual machine breaking out into the host system
B. Complete applications delivered over the internet
C. A cloud-based security policy enforcement point
D. Platform used to build and deploy applications
E. Many customers sharing the same cloud infrastructure
F. Software that creates and manages virtual machines
G. Infrastructure like servers, storage, and networks
H. Small, lightweight virtualized application environment
I. A security model based on “trust nothing”
J. Cloud-delivered networking and security service framework

🔍 Part III — Shared Responsibility Analysis
For each item, mark CSP (Cloud Provider) or Customer as primarily responsible.
	Security Responsibility
	CSP
	Customer

	Physical data center security
	☐
	☐

	Guest OS patching
	☐
	☐

	Application security
	☐
	☐

	Network firewall rules
	☐
	☐

	Data encryption
	☐
	☐

	Hypervisor security
	☐
	☐

	IAM configuration
	☐
	☐



⚠️ Part IV — Threat Identification
Identify the MOST likely threat for each scenario.
1. A developer accidentally exposes a cloud storage bucket to the internet.
Threat: ___________________________________________
2. A virtual machine gains access to the host OS.
Threat: ___________________________________________
3. Multiple customers’ data is stored on the same physical server.
Risk Type: ________________________________________
4. An attacker gains access using stolen API keys.
Threat Type: _____________________________________

✅ Part V — True or False
Circle T or F.
1. T / F – The cloud provider is always responsible for customer data security
2. T / F – VM escape is a virtualization-specific attack
3. T / F – Containers are more isolated than full virtual machines
4. T / F – SASE replaces the need for firewalls
5. T / F – Zero Trust assumes users are trusted once authenticated

🧪 Part VI — Quick Knowledge Check
1. What does CASB stand for?

2. What layer does a Type 1 hypervisor run on?

3. Which cloud model provides the MOST customer control?

4. What security advantage does containerization provide?

5. What technology allows multiple VMs on one physical machine?


🗣️ CLASSROOM DISCUSSION PACKET

☁️ Discussion Set 1 — Shared Responsibility & Trust
1. Should cloud providers ever be legally responsible for customer data breaches? Why or why not?
2. Why do so many cloud breaches happen due to misconfiguration rather than hacking?
3. Should organizations trust cloud security more than on-premise security?

🖥️ Discussion Set 2 — Virtualization & Risk
1. Is virtualization inherently less secure than physical servers?
2. Should hypervisor vulnerabilities be treated as critical national risks?
3. If a VM escapes into the host system, who is responsible for the damage?

🔐 Discussion Set 3 — Zero Trust, CASB & SASE
1. Is Zero Trust realistic for small businesses?
2. Does CASB improve security or just add cost?
3. Should SASE replace traditional firewalls completely?

🤖 Discussion Set 4 — The Future of Cloud & Cybersecurity
1. Will cloud security ever be fully automated by AI?
2. Is data privacy still possible in a cloud-first world?
3. Will physical data centers ever disappear?

✅ OPTIONAL GROUP ACTIVITY
🔬 Cloud Breach Investigation Mini-Lab
Assign each group a scenario:
· Group 1: Public S3 bucket breach
· Group 2: Stolen API key attack
· Group 3: VM escape exploit
· Group 4: Misconfigured IAM breach
· Group 5: Container image poisoning
Each group presents:
· What went wrong
· Who was responsible (CSP vs Customer)
· How it could have been prevented

